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Abstract.

Cloud-based services are service system mechanisms used by companies or organizations in conducting computerized
and integrated transactions in a computer network. A service system must of course be balanced with a level of
security. This is used to anticipate cyber crimes that have the potential to occur. Cloud-based services themselves are
usually offered by a Cloud Service Provider (CSP). CSPs are generally configured so that they are accessible on the
public internet for their services. Companies that prioritize data security want a system that is safe from a series of
cyber crimes. Private cloud computing scheme is a solution that can be implemented as an alternative. The problem
that occurs is the possibility of MITC (Man in the Cloud) attacks that infiltrate and manipulate identities so that they
are detected as fake insider threats on cloud systems. This thesis aims to carry out threat analysis with the Man in the
Cloud attack technique on private cloud computing services based on a study of the 1SO 27032 standard. Reports and
documentation of the results of the analysis are expected to become recommendations for the cybersecurity
investigation and management process related to threats to cloud services with private schemes cloud computing.
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L. INTRODUCTION

Cloud-based services are service system mechanisms used by companies in conducting computerized
and integrated transactions in a computer network. The origins of ideas related to Cloud Computing can be
traced back to around 1950s. This generation is characterized by the mainframe Time-Sharing concept and is
valid until today's industrial 4.0 era. Cloud Service Providers (CSPs) generally configure so that they can be
accessed on the public internet for their services. Services offered by Cloud Service Providers platform as a
service (PaaS), infrastructure as a service (IaaS) and software as a service (SaaS) [1] [2] [3] [4].There are
four deployment models in cloud computing which can be summarized as: Private cloud (In-house), where
the cloud infrastructure is provided for exclusive use by a single organization consisting of many consumers.
Community cloud, where the cloud infrastructure is provided for exclusive use by certain consumer
communities of the organizations that have collaborated. Public cloud, where the cloud infrastructure is
provided for open use by the general public. It may be owned, managed, and operated by a business,
academic, or government organization, or some combination of them. Hybrid cloud, where the cloud
infrastructure is a composition of two or more different cloud infrastructures (private, community, public)
that remain unique entities, but are bound together by standard or proprietary technologies that enable data
and application portability [1], [5].Cloud Computing is the most popular internet-based computing model.
The National Institute of Standards and Technology NIST defines Cloud Computing as a model that provides
a centrally configurable pool of computing resources that can be released without requiring customer
interaction, with minimal management and maintenance efforts. In addition, it allows convenient and on-
demand network access [3].

Companies that prioritize the security side of their data want a system that is safe from a series of
cyber crimes. Private cloud computing scheme is a solution that can be implemented as an alternative. The
implemented private cloud is an effort to maintain information security, including company and
consumer/user data. Private cloud computing scheme as an effort to anticipate various kinds of threats that
may occur. Threats posed and directed against organizations are a significant problem across industry and
government organizations. Threats on cloud systems are attacks that are carried out intentionally or
unintentionally. Threats are broadly identified in two categories: Exider Threats, namely attacks by outsiders
who have specific aims and objectives on the system. Insider threat is an attack by someone inside the
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system that has a specific purpose [6]-[9].The case of the Man In The Cloud attack is interesting to discuss,
where the case is a threat in the exider threat category but is assumed to be an insider threat. Identity
engineering by hackers themselves to be recognized as insiders in the system is something that needs more
in-depth investigation. The investigation carried out is aimed at validating that the threat of the Man In The
Cloud case can be analyzed. The validation results will be useful for determining the category of threats that
occur. The method used for the investigation and validation process is the ADAM (The Advance Data
Acquisition Model) method. The ADAM method was chosen because it is a method developed from several
previous methods based on previous studies. The ADAM method is recommended to be used in carrying out
a series of investigative processes against digital evidence to the reporting stage of the results of the
investigation because the stages are more detailed than other methods [1], [10].Ignorance of the threat of
cyber crime is a problem that often occurs.

This is motivated by ignorance of cybersecurity mechanisms. The development of socio-technical
management processes to optimize technical and non-technical security measures aimed at providing optimal
enterprise security protection has not yet been achieved. The reason is that over the past decade, extensive
research has shown that humans remain the weakest factor in enterprise security. As a result, most
cyberattacks are the result of human behavior or error [11] [12].An insider threat is a malicious threat from
people within an organization that typically involves intentional fraud, theft of confidential or commercially
valuable information, or the sabotage of computer systems. While the exider threat is the same action but
carried out by people from outside the organization. Technical threats in the form of attacks that occur on
cloud services are very diverse with various attack methods. One method of attack is Man In The Cloud. In
2015, a new attack method emerged in cloud services, namely Man in the Cloud. (MITC). This MITC attack
is different from the Man in the Browser (MITB) and Man in the Midlle (MITM) attacks that have happened
a lot [10], [13]-[16].Digital Forensics can be defined as a discipline that combines elements of law and
computer science to collect and analyze data from computer systems, networks, wireless communications
and storage devices in a manner that is admissible as evidence in court [17]. The digital forensics process can
be divided into four distinct phases: Collection of artifacts (both digital evidence and supporting materials)
that are considered to have potential value to be collected. Preservation of original artifacts in a reliable,
complete, accurate and verifiable manner. Artifact screening analysis to remove or enter items that are
considered valuable. A presentation in which evidence is presented to support the investigation.

Traditionally, two categories of digital forensics exist namely, static digital / "write block" and "live
forensics", there are two categories as a result of the evolution of forensics to create and document
sophisticated incidents. Static forensics involves the analysis of static data such as hard drives obtained using
traditional formal acquisition procedures.Live Forensics involves analyzing system memory and other
relevant data while the analyzed system remains running [10], [17]-[19].Cybersecurity framework berisi
tahapan kontrol teknis yang didefinisikan dalam standar yang sudah ditetapkan pada skala internasional. Ada
beberapa organisasi yang memiliki praktik cybersecurity yang baik dan memanfaatkan kontrol keamanan
informasi ISO/IEC 27001 pada sistemnya. Proses penerapan kontrol teknis keamanan siber menjadi lebih
mudah jika organisasi mematuhi standar ISO27001. The ISO 27032 standard presents cyber security
technical controls to protect against: Social engineering attacks, Hacking, Malicious, software (malware) [2],
[51-{71, [20], [21].
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Technical controls include secure coding: Secure coding controls must be in place to secure
information collected by products in cyberspace. Network monitoring and response: Controls must be in
place to ensure network services remain reliable, secure and available. Cyberspace should not compromise
the quality of network service. Server-level controls: Controls must be in place to ensure servers are securely
accessible from cyberspace and protected from unauthorized access and malicious content. Application-level
controls: Implement controls to protect against unauthorized editing of data; recording transactions and
handling errors. End-user workstation controls: Controls must be in place to protect end-user infrastructure
across the organization against known exploits and attacks [22], [23].Based on the general problems
described and studies from similar research as well as theories from previous research, it is interesting to
conduct an in-depth study of cloud services related to threats that occur with MITC attack techniques.
Explaining MITC regarding whether its handling is the same as other attack techniques. Provide an
explanation regarding the types of MITC attacks based on actors from outside parties who fabricate identities
if the cloud service is private [5], [10], [16], [24], [25].

II. METHODS
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Fig 2. Research Process Flow
There are several research variables used in determining the focus of the research to be carried out.
The research variables used include :
1. The dependent variable (dependent variable) is a variable that depends on other variables.
2. The independent variable (independent variable) is a variable that does not depend on other variables.
Table 1. Research Variable Indikator

No. Independent Variable Dependent Variable Indicator
Indicator
1 Cloud Computing Private Cloud Computing Scheme
2 Threat Man in the Cloud attack technique
3 Investigation Acquisition with ADAM Method
4 Security Standard Cyber Security Analysis
Cyber Security Framework analysis

1. Dependent Variable

a) Cloud Computing
Justification : This variable was determined because it became the focus of the research scope as seen
from the research results in terms of identifying threats based on existing attack techniques on a cloud
service.

b) Threat
Justification : This variable was set because it is a sign of the success of this research by determining the
type of threat based on the type of attack carried out.

c) Investigation
Justification : This variable was set because it is a sign of the success of this research by acquiring digital
evidence.

d) Security
Justification : This variable was determined because it is a sign of the success of this research by
conducting a threat analysis based on attack techniques carried out from a cybersecurity point of view.

2. Independent Variable

a) Private Cloud Computing Scheme
Justification : This research variable is used to determine the cloud service scheme as the focus of the
research to be carried out.
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b) Man in the Cloud attack technique
Justification : The variables used to determine the attack technique that is the focus of the threat category
analysis.

¢) Acquisition with ADAM Method
Justification : The variables used to determine the method of digital evidence acquisition in the
investigative process.

d) Standard Cyber Security Analysis
Justification : Analysis based on ISO 27032 cybersecurity guidelines is used as an evaluation of threats
based on Man in the Cloud attack technique.

e) Cyber Security Framework Analysis
Justification : Analysis based on the NIST cybersecurity framework's step is used as an evaluation of
threats based on the Man in the Cloud attack technique.
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Fig 3. Private Cloud Service Network Topology

After compiling a mind map and explaining the correlation of forensics and security disciplines on
cloud services, the next step is to determine the procedure scheme for conducting research. This procedure is
a series of steps that will be carried out and becomes a research framework in the form of a proposed
methodology. The proposed methodology is one of the contributions in this research.The case scenarios and
simulations in this study were adapted to private cloud computing services that were adopted from cases that
occurred in the Tasikmalaya City Discominfo environment, to maintain confidentiality, the names and places
were disguised as "XYZ Organization". The names and services of the private cloud service infrastructure
system built in the lab are adapted to the conditions in the field. Acquisition using the ADAM method and
evaluation with analysis based on the cybersecurity framework. The results of the two processes will then be
analyzed and validated for the type of threat in the stages of the cybersecurity investigation and analysis
process.In this case scenario, the "XYZ Organization" service has private cloud computing services for its
business needs, then one of the members with the initials "p" accesses the organization's cloud services from
outside the "xyz organizatiol" network. Unaware of the access that was made from the cafe via the public ip
hotspot, there was a hacker who was carrying out a MITM attack. All hotspot clients in the cafe are trapped
in sniffing & spoofing. Sure enough, after "P" left the cafe, the hacker with the initials "Mr.X" took
advantage of the previously obtained data to access private cloud computing services at the "xyz
organization".This “Mr.X” accesses the private cloud service with the permissions as “P”. That's because
private cloud services in the "XYZ Organization" are very easy to manipulate for permissions. Permission on
the network is done only with MAC Address detection, authentication is used only username and password
without encryption. It is very easy to do piracy or MITC. After successfully accessing the private cloud
service server then "Mr.X" performs DDoS. The server admin thought that "p" was the one who carried out
the DDoS attack, but in reality it was not. This threat looks like an insider threat but in context it is clear it is
not an insider or a fake insider.
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The investigation stage using the ADAM method is carried out an investigation process on case
simulations using private cloud computing services. The investigation was carried out starting with the
private cloud computing service or from the server side, then from the network side, namely monitoring the
data traffic going out/into the private cloud computing service server and getting digital evidence at the
sessions layer (layer 5 on 7 OSI layers) by using the Wireshark tool, then investigating the desktop or laptop
and smartphones connected to the service.The success in conducting an investigation is knowing the location
or position of digital evidence, whether on the private cloud server, desktop PC, laptop or smartphone. In
addition, other parameters are ip source, mac-address, username and password, system log data, can open
encryption files, other resources that can be used as additional digital evidence, then the digital evidence can
be verified and matched between the digital evidence contained in the document. side of private cloud
servers, desktop PCs, laptops and smartphones.After conducting an investigation with the acquisition of
digital evidence using the ADAM method, the next step is to conduct an analysis based on several
cybersecurity frameworks. The purpose of conducting an analysis with several cybersecurity frameworks is
to find out the difference in point of view of cases that occur based on the cybersecurity framework. Threats
that occur will also be studied from the point of view of the CIA concept. The results of the analysis will
later be used as reference material for evaluating threats with MITC attack techniques on private cloud
computing services.Based on the introduction, literature review and proposed research methodology that has
been described, the author intends to conduct investigations and analysis as research contributions that aim to
detect and validate threat categories with Man in the Cloud attack techniques on private cloud computing
services. The investigation process aims to detect the status of the actor (actor) based on digital traces that
have been successfully acquired using the ADAM Method. The evaluation is based on a study of the
cybersecurity standard and cybersecurity framework (ISO 27032, NIST CSF) regarding threats based on
actors using Man in the Cloud attack techniques on private cloud computing services.

I11. RESULT AND ANALYSIS

The investigation process to the cyber security analysis stage is carried out by referring to the
simulation and case scenario of MITC. The investigation process is carried out to obtain digital evidence.
Investigation using ADAM (Initial Planning, On-site Planning, Digital Data Acquisition). Acquisition
Digital Data : The stages achieved for the investigation and the results obtained are described in Table 2. The
results of the investigation of the MITC attack scenarios and simulations as a threat to cloud systems on
“XYZ Organization” were then analyzed based on the NIST Cybersecurity Framework's steps and ISO
27032 Cybersecurity Guidelines. Thus it can be known where the error that poses the potential threat that
occurs.
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Fig 4. MITC Case Scenarios and Simulations
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Table 2. Stages and Results

Stages Result
Footprintting IP, MAC Address, OS, Device Name, Location
Tracking Collected Attacker Identity
Validating Generate Report from Collected Data Agcuisition

Table 3. XYZ Organization’s Cloud Security Analysis

NIST Cybersecurity Framework's ISO 27032 Cybersecurity Guidelines
Priority Scope Yes Cyber Security Yes
Governance
Orient Yes Risk Assesment No
and Threatment
Create a Current No Informatin Asset No
Profile Management
Conduct a risk No Implement Yes
assesment secure coding
Create a target No Network No
profile Monitoring
Respon
Determine, Analyse No Server Level No
and priority gaps Control
Application No
Level Control
Workstation No
Level Control
Cyber Insident : No
Information
Sharing
Cyber Insident No
Handling

Based on the results of the investigation, it was found that Mr. X as the perpetrator of MITC had
manipulated his identity. The identity "P" is used to log into the private cloud computing system "xyz
organization". The private cloud computing system belonging to “XYZ Organization” only uses username
and password for login authentication. Mr. X fabricated his identity and changed his laptop's MAC address
to the MAC address of "P's" smartphone. Based on the CIA concept, of course, the MAC addresses that are
allowed to enter for cloud system access must be limited, but it doesn't just end there. Another additional
factor is needed to validate that those who access the private cloud computing system are really registered
users. MITC cases that were successfully simulated and investigated were threats from outsiders who were
detected as insider threats.

IV. CONCLUSION

Threats to cloud systems are very common. Another additional factor is needed to validate that those
who access the private cloud computing system are really registered users. This is important because private
cloud computing schemes should only be accessible to people within the organization. Information security,
both by system administrators and users, needs to be improved. Awareness of information security is an
absolute must to maintain data integrity in the system. Further research can be done by observing the level of
account awareness of the cloud system and also testing the level of loss aversion from the user's side.
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