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Abstract.
The background of this research is how to make a video that can be analyzed
as forensic data to prove the truth of the video, therefore with forensics it can 
be used as evidence if the video contains incorrect data or contains data 
capable of crime so that it can be used as data forensics. The method used in 
this study is to use the literature review method which uses the basis of many 
previous studies. From journals and books based on similar research, so that it 
can help develop existing problems to the latest problems so that they can find 
novelty in this research. The problem raised in this research is how to make a 
video from a CCTV that can be proven, by certain methods in order to make the 
video as forensic data, that can be proven so that it can be developed into data 
containing crimes that can be used as evidence. The purpose of this study is 
how to find the right method in order to analyze a CCTV video, so that it can be 
used as evidence on forensic data with the NIST method, it can be proven that 
this method is the right method in analyzing a video, so that it can be used as 
evidence and as data forensics.
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I. INTRODUCTION
Currently the role of CCTV cameras (Closed Circuit Television) is needed as a security system in 

everyday life, the use of CCTV (Closed Circuit Television) cameras is considered very efficient as a security 
mechanism that is in demand today because of its ability to anticipate crime in the community. This 
condition is highly expected by the community to avoid various criminal acts, thus the role and function of 
CCTV (Closed Circuit Television) cameras today is not only as a tool to monitor the surrounding 
environment. CCTV (Closed Circuit Television) cameras have the ability to record real-time surroundings, at 
certain times CCTV (Closed Circuit Television) cameras are used as evidence related to criminal cases. 
However, CCTV (Closed Circuit Television) camera evidence has special techniques in handling it because 
the nature of the evidence obtained from camera recordings is volatile or easy to change, very susceptible to 
modification and removal, easily contaminated by new data, and sensitive to time [1].To maintain the 
integrity and authenticity of evidence, it is necessary to apply digital forensic science in the investigation of a 
case. Forensic digital science is used for the practice of dissecting digital devices to find facts needed for 
legal purposes. In this case, there are two terms that are almost the same, namely electronic evidence and 
digital evidence [2]. Electronic evidence is in physical form and can be identified visually, such as 
computers, cellphones, cameras, CDs, hard disks, etc., while digital evidence is in the form of evidence 
extracted or recovered from electronic evidence, the evidence can be in the form of files, emails , messages, 
images, videos, logs or text. 

According to several cases using CCTV (Closed Circuit Television) cameras, there is still 
uncertainty regarding the use of CCTV whether CCTV can be used as evidence or as evidence [3].Referring 
to Law no. 19 of 2016 Article 5 Paragraph 1 (one) and Paragraph 2 (two) concerning Electronic Information 
and Transactions it is stated that electronic information and/or electronic documents and/or their printouts are 
legal evidence, which is an extension of evidence. Valid in accordance with the applicable procedural law in 
Indonesia. In this case, CCTV (Closed Circuit Television) cameras are legal digital evidence and have a 
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recording file that provides information in the form of data or commonly known as metadata, where 
metadata can be recorded on a computer automatically when a file is created, so it can be known when the 
file was created. Who the author is, what is the file size, and also the extension. Metadata information 
functions to store, maintain, and manage sources in order to maintain the integrity and integrity of files 
obtained from CCTV (Closed Circuit Television) cameras [4].In addition to metadata in handling CCTV 
(Closed Circuit Television) camera digital evidence, there is an essential thing called Chain of Custody. 
Chain of custody is an effort to maintain and ensure integrity in digital evidence and procedures for 
documenting evidence chronologically since it was first found at the crime scene (TKP) to explain 5 
characteristics (4W and 1 H) of Chain of Custody, namely fingerprint of evidences (why) , digital signing 
(who), time stamping (when), geo location (where) and procedures (how). The problem to be developed 
from this journal is the analysis of the application of Digital Forensic Analysis of CCTV (Closed Circuit 
Television) Camera Recordings Using the NIST (National Institute of Standards Technology) Method. As 
for the previous method metadata and hash [5].

II. THEORETICAL BASIS
In his book entitled Computer Security Systems, defines Computer Forensics as a science that 

discusses findings in the form of digital evidence after events related to computer security occur. Digital 
Forensics can be said to be the application of science to recover digital evidence from a device, be it a 
computer or smartphone, with certain methods that aim to collect data that can be accepted by the court as 
one of the evidences. Professional Computer Ethics defines that Cyber Crime is one of the negative impacts 
of technological developments that cause extensive losses for all modern life today [6].The variable of this 
development is the NIST method for CCTV (Closed Circuit Television) video recording. Institute of 
Standards and Technology (NIST). NIST is a method that has four stages in resolving and investigating 
Cyber Crime cases, the first stage is Collection (Data collection), Examination (Examination of evidence), 
Analysis, and the last is Reporting (Creating reports based on analysis results) [7].

III. METHODS
In the old research, it was a hacking method, the research method would be acquired based on the 

guidelines and requirements in the Indonesian National Standard (SNI). Several previous studies have used 
acquisition procedures in accordance with SNI 27037:2014 with the NIST (National Institute of Standards 
Technology) investigation process method used to analyze the metadata of CCTV (Closed Circuit 
Television) camera recordings as digital evidence. Figure 1 is the stage of inspection and analysis that will be 
carried out.The NIST process which consists of several stages, namely the collection (labeling) stage or the 
collection stage is a series of activities to collect data to support the investigation process in the context of 
searching for evidence of digital crimes. 

At this stage there is a process of collecting data from relevant data sources and maintaining the 
integrity of evidence from changes, examination (data processing) or this inspection stage is the stage of 
examining data collected forensically, either automatically or manually, and ensuring that the data obtained 
in the form of the original file according to what was obtained at the scene, for that digital files need to be 
identified and validated with hashing techniques, in this examination process testing is carried out using 
forensic tools, namely Media Info and exif tools used to find camera metadata information CCTV (Closed 
Circuit Television). Furthermore, the analysis stage (analysis of examination results) or the research stage is 
carried out after obtaining the desired digital file or data from the previous examination process, then the 
data is analyzed in detail and comprehensively with methods that are technically and legally justified to be 
able to prove the data. The results of the analysis of digital data are hereinafter referred to as being used as 
digital evidence and can be justified scientifically and legally, as valid evidence.
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Fig 1. Research Method

IV. RESULT AND DISCUSSION
The NIST process which consists of several stages, namely the collection (labeling) stage or the 

collection stage is a series of activities to collect data to support the investigation process in the context of 
searching for evidence of digital crimes. At this stage there is a process of collecting data from relevant data 
sources and maintaining the integrity of evidence from changes, examination (data processing) or this 
inspection stage is the stage of examining data collected forensically, either automatically or manually, and 
ensuring that the data obtained in the form of the original file in accordance with what was obtained at the 
scene, for that digital files need to be identified and validated with hashing techniques, in this examination 
process testing is carried out using forensic tools, namely MediaInfo and Exif tools used to find metadata 
information on CCTV (Closed Circuit Television) cameras.Furthermore, the analysis stage (analysis of 
examination results) or the research stage is carried out after obtaining the desired digital file or data from 
the previous examination process, then the data is analyzed in detail and comprehensively with methods that 
are technically and legally justified to be able to prove the data. The results of the analysis of digital data are 
hereinafter referred to as being used as digital evidence and can be justified scientifically and legally as valid 
evidence.

The NIST process which consists of several stages, namely the collection (labeling) stage or the 
collection stage is a series of activities to collect data to support the investigation process in the context of 
searching for evidence of digital crimes. At this stage there is a process of collecting data from relevant data 
sources and maintaining the integrity of evidence from changes, examination (data processing) or this 
inspection stage is the stage of examining data collected forensically, either automatically or manually, and 
ensuring that the data obtained in the form of the original file in accordance with what was obtained at the 
scene, for that digital files need to be identified and validated with hashing techniques, in this examination 
process testing is carried out using forensic tools, namely MediaInfo and Exif tools used to find metadata 
information on CCTV (Closed Circuit Television) cameras . Furthermore, the analysis stage (analysis of 
examination results) or the research stage is carried out after obtaining the desired digital file or data from 
the previous examination process, then the data is analyzed in detail and comprehensively with methods that 
are technically and legally justified to be able to prove the data. The results of the analysis of digital data are 
hereinafter referred to as being used as digital evidence and can be justified scientifically and legally. as 
valid evidence.After identifying and labeling the evidence the main thing is to hash it. Where hasing is done 
to maintain data integrity from data originating from digital evidence. Hashing in this section is an algorithm 
technique used in the data section to create a unique data set with fixed variable length conditions. Figure 2
is a step to get the Hash value of forensic digital investigations from CCTV (Closed Circuit Television) 
camera evidence.
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Fig 2. Flowchart Hash
The picture 2 shows the hashing results from digital evidence of CCTV (Closed Circuit Television) 

camera recordings obtained with files with the extension MD5 (Message Digest algorithm 5) with a length of 
32 characters.Next is the examination process which is the stage of testing and processing data collected 
using forensic tools from MediaInfo and ExifToll. This stage can be seen in Figure 4 with the process of 
acquiring physical evidence from CCTV (Closed Circuit Television) cameras to obtain video recording files 
which will then be tested on digital evidence.

Fig 3. Usecase Diagram
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Enlarge image 3, it will be given an explanation that there is an actor in a use case diagram, namely 
there is a use case diagram of physical imaging, use case diagram collection, examination use case diagram, 
use case diagram analysis and the last is use case diagram reporting, the following system is describing how 
to do this, identification of data in the forensic analysis of a video.

Fig 4. Hash Activity Diagram
Based on Figure 4 above, there is an activity diagram that describes how the process has been able to 

identify data on a CCTV (Closed Circuit Television) video. The explanation is as follows, the system starts 
with a start method on the activity diagram, then the system starts asking for files to be inputted after that the 
system gives a choice between yes. Further or calculating the HASH system after that it will produce 
Expedia output which contains the results of the video extracted by the HASH.

V. CONCLUSION
The development of this research is an attempt to obtain digital evidence of CCTV (Closed Circuit 

Television) camera recordings that are applied using the NIST (National Institute of Standards Technology) 
method for forensic digital investigations related to CCTV (Closed Circuit Television) camera recordings in 
order to obtain file metadata information to be implemented and to process a source of information to be 
used as a source of information. as evidence that is implemented using the Chain of Custody document so 
that the integrity of digital evidence is maintained intact from the beginning it is found to the analysis of the 
information contained in the CCTV (Closed Circuit Television) camera, thus information on evidence 
obtained from CCTV (Closed Circuit Television) camera recordings can be accepted and used to strengthen 
evidence in the judge.
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