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Abstract.

The development of communication and information technology has affected the
world of television broadcasting in Indonesia. With the emergence of a new
phenomenon, the convergence of digital media industry. The migration of analogue to
digital television broadcasting has impacted various industries related to
broadcasting. Especially for the sustainability of the television broadcasting
community in the country. Station Tv x is one of the television communities, on the
other hand the media industry has challenges in managing storage media consisting
of audio and video data that has a large capacity. Audio video logs are needed as
information on recording audio video files. Blockchain-based Interplenary File
System (IPFS) technology is expected to be one of the alternatives that can be applied
in the world of broadcasting, storage media and audio video file data distribution
methods, data library security and data flexibility are one of the challenges faced in
the television broadcasting industry. The purpose of this research is as an effort to
decentralise audio video data in distributed storage media to be more optimal and
secure. The results of this research can be used to distribute audio video data files in
the data library at tv station x.
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1. INTRODUCTION

In recent times, there has been significant attention towards blockchain and decentralized applications
(DApps) as they explore the potential of this technology. Some experts view blockchain as the most
important IT innovation of our era [1], comparable in importance to the World Wide Web. By utilizing
blockchain-based technology, there is a chance to address the challenges faced by the media industry,
particularly concerning content availability [2].

Blockchains allow for peer-to-peer transactions without the need for a trusted third party [3]. They
possess two crucial properties that make them appealing as data stores: immutability, which ensures an
auditable record of events that cannot be altered, and redundancy, as exact copies are stored across many
independent locations.

Ethereum, the second largest blockchain network by market capitalization, was a pioneering platform
introducing the concept of smart contracts within a decentralized blockchain network. The Ethereum
protocol's accessibility enables anyone with network access to scrutinize the terms and conditions of each
contract [4].

Recognizing the potential of smart contracts on the Ethereum blockchain, researchers have explored
their application in various DApps. One such DApp aimed to facilitate secure sharing of commodities while
preserving privacy and eliminating the need for users to log in multiple times across platforms [4].
Additionally, a pilot video rights management system utilized blockchain to combine videos with rights
information and facilitate transactions issued by licensors [5].

IPFS is a decentralized peer-to-peer hypermedia protocol designed to store digital content with high
integrity and global accessibility. Files stored on IPFS generate file hashes and are stored on the Ethereum
blockchain. The hash file stored on the blockchain can then be accessed again by calling the file stored on
her IPFS[6].
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Il. METHODS
The blockchain-based distributed application system adopts the FAST method (Framework for the

Application of Systems Techniques) as a guiding approach for analysis and design[7]. The FAST
methodology encompasses eight distinct phases for analysis and design, which are as follows:

1. Scope Definition.
Problem Analysis.
Requirements Analysis.
Logical Design.
Decision Analysis.
Physical Design and Integration.
Design and Test.

8. Installation and Delivery.

Literature research is a set of activities related to collecting library data, reading, and taking notes,
and how research materials are managed. Literature research is research conducted by a researcher by
collecting a series of books or journals related to a problem or research goal. This technique is carried out
with the aim of exposing various theories related to the issues dealt with and studied as reference material for
discussing the research results, another understanding of literature research is to look for theoretical
references related to the cases or issues found.

Table 1. 1 Previous Research Table

No g k~wd

Authors Research issue Research Result
The guantum secure
videoconferencing system

Traditional videoconferencing seamlessly  combines  the
systems heavily depend on technical benefits of quantum
computational complexity to key distribution with the

maintain  system security. stability of traditional systems,
1 Dexin Zhu, et al. 2022 Nevertheless, the effectively thwarting security
[8] advancement of high- threats like channel

performance computers has eavesdropping and  high-

significantly weakened the performance computing

effectiveness  of  existing attacks.  This results in a

cryptographic systems. videoconferencing system that
offers a heightened level of
security.

blockchain
focused on

Numerous

methods are
) The absence of access control
addressing the need for

distributed transaction mechanisms in IPFS servers

recording. Nonetheless, there SN0 SDIOCKENAIN SNENOMKS SIS

X , .. apparent.  Nevertheless, a
are certain constraints when it . .
. . secure file-sharing  system
. comes to storing substantial ..
Hsiao-Shan efficiently manages access

2020 files and documents on the

Huang, et al. [9] control policies, guaranteeing

blockchain. To overcome this,
distributed  storage media
have been developed
specifically to cater to the
requirement of storing
relatively large volumes of
data.
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Copyright infringement has a
detrimental impact on the
interests of copyright holders
who have their images and
videos uploaded to various
websites and peer-to-peer
image sharing systems.

Decentralized blockchain-
based video platforms aim to
alleviate advertising pressure
and remove intermediaries,
but they face challenges due
to certain content creators
uploading low-quality content
merely to earn  free
cryptocurrency generated by
blockchain algorithms. This
practice demoralizes other
creative  content  creators.
Additionally, piracy and
illegal distribution of
protected content remain
significant issues on
mainstream video platforms.

A scheme for analyzing the
integrity of video content
running on a blockchain
system.

Cybersecurity Information
Sharing (CIS) boosts security

through proactive and
collaborative  sharing  of
cybersecurity information.

However, implementing CIS
via cloud services introduces

risks such as  various
cybersecurity concerns,
including "man-in-the-
middle™ (MITM) and

distributed denial of service
(DDoS) attacks, as well as
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Perceptual Hash  (pHash)
techniques are utilized for
identifying piracy in
multimedia. When multimedia
content is uploaded to IPFS,
the system calculates the
pHash of the content and
subsequently compares it to
the existing pHash values on
the Dblockchain network to
detect any instances of piracy.

A secure encryption scheme
and access control system have
been created by utilizing a
modified version of IPFS and
Ethereum smart contracts,
resulting in the development of
an efficient blockchain-based
decentralized video streaming
platform.

The  experimental  results
demonstrate that the proposed
scheme achieves a 100%
accuracy in integrity analysis
of video content and also
provides a conversion history
of non-original video content
with 100% accuracy, given
that appropriate parameters are
specified.

The use of a private Ethereum
blockchain ensures secure and
transparent transaction
logging, while a private IPFS
network offers distributed
storage, eliminating
vulnerabilities associated with
centralized storage systems.
Test results demonstrate that
the proposed SCIS (Secure

Cybersecurity Information

Sharing) system effectively

ensures availability,
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vulnerabilities  in  cloud
storage that result in
centralized data management.

Forgery of diplomas and
certificates is one of the
problems in education. In
Indonesia, this issue has been
a matter of concern as it
undermines the credibility of
educational qualifications and
poses challenges in ensuring
the authenticity of academic
achievements. Diploma
[certificate forgery is a type of
letter forgery crime.
Additionally,  non-digitized
diplomas and certificates are
easily damaged or lost,
making them difficult to
manage.

In this study, we attained a
heightened level of security
by leveraging the
InterPlanetary File System
(IPFS), which serves as a
peer-to-peer  data  storage
system integrated with the
Ethereum blockchain.

The advancement of
information technology has
enabled the fulfillment of all
payment system requirements,
ensuring that processes can be
carried out securely and
dependably with the aid of
blockchain technology.

Piracy of low-quality files is
detrimental to the overall
goal. Currently, many
organizations rely on a central
server to store and manage
knowledge files shared by
users. However, this approach
leads to challenges, such as
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confidentiality, and integrity of
cybersecurity information.

According to the conducted
tests, the fake
diploma/transcript  detection
system performs well with 1-5
nodes. However, the optimal
throughput value during the
diploma/transcript creation and
verification process is
achieved when using just 1
node.

Research results prove that
IPFS can be used as an
additional security for
blockchain systems.

The Payment Transaction
Proof (PTP) system has been
developed using blockchain
technology, which has
significantly increased the
security level. The
introduction of blockchain
ensures that evidence of
validated transactions cannot
be altered, as the transaction
data is securely stored on a
distributed ledger, providing
tamper resistance to the
system's log.

This approach utilizes the
consensus of all participating
nodes and shares files on a
synchronized blockchain,
ensuring traceability
throughout the process.
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the need to hire an untrusted
third party for file content
inspection and encryption,
resulting in  opaque file
storage processes and
potential  manipulation  of
intellectual property rights.
Furthermore, the lack of
uniform standards for
managing intellectual files
creates inconsistency across
institutions,  hindering  the
establishment of a cohesive
and efficient file management
system.
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Figure 1. Design Architecture System
Figure 1.1 describes the flow of uploading an audio-video file to the blockchain network with the

following information:

. Field contributors upload audio video files through the DApps Application browser.

. DApps connect to IPFS to form a CID hash automatically.

. Field contributor gets the hashed CID in the DApps App browser.

. The Hash CID of the DApps is inserted into the Ethereum smart contract.

. Audio Video secure hash data is stored in the Blockchain network.

. Coordinator Opens the CID Hash Link through the browser.

. Coordinator downloads the Hash CID Link via browser/IPFS DESKTOP.

. The Coverage Coordinator makes payments to the contributor's account through the DApps that have been
integrated with the metamask e-wallet.

9. Contributors get payments through DApps that have been integrated with metamask e-wallets.
10. The transaction hash from the DApps is inserted in the Ethereum smart contract.

11. Hash CID data is stored in the Blockchain.

00 NOoO Ol WDN K-
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I11. RESULT AND DISCUSSION

Blockchain can be described as a transaction database that is distributed among multiple nodes,
forming a peer-to-peer network. It falls under the category of Distributed Ledger Technology (DLT), and its
decentralized nature relies on a consensus protocol to achieve mutual agreement in managing the databases
[18].

Ethereum is an evolution of Blockchain technology initially derived from Bitcoin's concept. Its
primary objective is to enable more complex computational tasks within the Blockchain framework,
surpassing the mere recording of transaction data. Similar to Bitcoin, Ethereum operates as a decentralized
digital currency (cryptocurrency) payment system [19]. The proposed business process utilizes Ethereum
smart contracts to establish a reliable and decentralized repository of audio-video logs, leveraging both
blockchain technology and IPFS. It also includes automated participation of report coordinators (korlip) and
contributors. Ether serves as the currency unit used for transactions within this system. The e-wallet consists
of an account that includes a private key and a public key, serving as the identity for the owner of both the
Coverage Coordinator and Contributor accounts.

COVERAGE SMART BLOCKCHAIN
I(;(_)()RL)INAIOR |CONTR|F§UTOR | I WEB DApps | | CONTRACT | | IPFS | | METAMASK l I ETHERIUM I

Preparation Phase,
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@ Contributorie-wallet account registered in metarmask

Verification r’hHSP)
I@ Connect e-wéllet 1
I@ Account connected to Dapps web
I (7 connect o-viatet (]
; @ Account corinected to Dapp web
Upload Phas ™
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I@ Submit File Audio-Video
Send CID hash
QmMYbPNAHEBQSGIWKEEKZY 1NCY gx6F 8qZF 8XNaxApF79NZh
@ Smart Contract formed
@ Confirm Metamask Transaction
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Successful transaction notificatior @ transaction
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Payment Phase
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B Enter the payment amount usiag ETH currency

Submit Transaction @ Confirm Metamask Transaction
Transaction
Data Noted

Successful tfansaction notificatior;

G 0

Fase Download

I@ Connect covbrage coordinator's eiwallet I
@Arcmmc conmected to Dapp web

CIII;K CID Hash from the Web Dapp table

@ Downloaded Audio Video Files

Figure 1. Sequence Diagram
The actors involved in this system are korlip as a coverage coordinator and contributor as an actor

uploading audio video files to DApss kobox, Sequence diagram in Figure 1.2 explains the process of
korlipbox (Kobox) service in a system from the preparation phase to the download phase to kontirbutor
based on the sequence of processes and stages that need to be done by the coverage coordinator and
contributor.

e Preparation Phase
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The preparation phase preparation phase includes steps 1 - 2 as below:
1. Korlip (coverage coordinator) account registration address on metamask e-wallet.
2. The coverage coordinator's e-wallet account is registered in Metamask.
3. Contributors register an address account on the metamask e-wallet.
4. The contributor’s e-wallet account is registered in metamask.
Verification Phase
e The Verification phase includes steps 3 - 6 as below:
5. Contributor's account is connected to the metamask e-wallet.
6. Contributor’s account is connected to the DApps (KoBox).
7. Korlip (coverage coordinator) account is connected to the metamask e-wallet.
8. Korlip’s account is connected to the DApps web.
e Upload Phase The Upload phase includes steps 7 — 13 as below:
9. Contributor’s account is connected to the metamask e-wallet.
10. The contributor uploads the audio video file through the DApps (KoBox).
11. The Web DApp uploads the file, IPFS sends back the CID Hash.
12. Smart Contract is formed.
13. Contributor Metamask account transaction confirmation.
14. Transaction data is recorded in the Blockchain network.
15. Transaction Success Notification.
e Payment Phase The Payment Phase includes steps 14 - 19 as below:
16. The coverage coordinator's account is connected to the metamask e-wallet.
17. The coverage coordinator's account is connected to the DApps korlip wallet
(Korlet)
a) Korlip enters the e-wallet account address of the contributor to be paid.
b) Korlip enters the amount of ETH to be paid.
18. Coordinator Submit Transaction
19. Metamask Transaction Confirmation
20. Transaction data is recorded in the Blockchain network.
21. Notification of successful transaction
e Download Phase the Download Phase includes steps 20 - 23 as below:
22. The coverage coordinator's account is connected to the metamask e-wallet.
23. Coverage coordinator account connects to DApps (KoBox)
24. Copywriter opens link / CID Hash via Desktop Browser / IPFS.
25. Audio and Video files are downloaded.

& oxn O uvaemse

SERVER

CHAIN FORKING
Oom

Figure 1.3 is a display of the ganache local server port configuration that will be used to connect with
the metamask e-wallet.

Figure 2. Ganache Server Port Configuration

http://ijstm.inarah.co.id 479


http://ijstm.inarah.co.id/index.php/ijstm/about/submissions

International Journal Of Science, Technology & Management ISSN: 2722 - 4015

1_initial migration.js

Fig 4. s s o port "ganache8545" as the main
network conn Lo i

Bxdf702daecf92¢01198560¢c4abc1baa5633932968ed03dalc fo89aebd9d731df 4

FROM ADRESS

X
Oxb1508b8861b22b9daf71dc3eafBak134fd2a6620360d3b2a25d0b762fdF13030
FROM ACORESS ———

AdORESS

0x1e9b88cd6291ac5db27eBackddb817e21aa85dke2e80d7 F2c2Fhcc610877F9b

fi s Networks

= Advonced

Networkname
0 Contocts
local ganache
Sacurity &
privacy

NewRPC URL

8 Hers ' HTTP: /1270048545

ta

W

Fig 3. Me

mask e-wallet Ganache Network Configuration
‘1337

4 experinentl d " This Chain s cutenty s b the GANACHE etwork.

Currency symbol
d
0 o

‘ eth

v/ t e s ————
0 The network with choin 101337 may use o diferent cunency symbol (TH)
v 6 GANACHE than the one you have entered. Please venfy before continuing.

Block explorer URL (Optional)

V. ganache854s

Fig 4. Smart Contract Compile and Migration

Figure 1.5 illustrates the outcome of compiling and migrating a smart contract on a local Ganache
network using the Truffle and Solidity programming languages. Once the migration process is complete and
the contract address is obtained, the provided smart contract will be utilized to interact with DApps in a web
browser with the injected Metamask.
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No| File Name |Description Type  Size Date Uploader Account IPFS Hash

R g 5:06:25
ice_video_20220527- 3 g ; i : SR e L S e -

4 materi bandung 2 video/mpd 130 M8 A Ox6eA0b22A22276614675621a8038dB 7001722709  QmZYB4anFUrRH1mi 2YZI031oWihCPLPBHSSUGTBLS36]rd
194730 - Copy.mpd

7/18/2023
Bimbingan TA1- 5:04:37

3 ndung-Banbang materi bandung 1  video/mpd 21618 AN IX6eADb22A222 7661467502 aB038dBIDA17a28709  QnYbPNAHBBQSEIWKEEKZY1NCYgx6FeqZF8XNaxApF7INZ!
irawan-270522.mpd 7/18/2023
4:54:14

ice_video 20220527 x s : . N .
2 T nater bogor 2 video/mpd 13048 AN 60F 4b3b760C7F 51A257€550BEF2F 59317410326 QnZY84anFUrRHImi 22003 )oWihCPLPENSBUGTBLS36)rd
194730.mpd A
7/18/2023

Bimbingan TAL- 4:52:45
1 ndung-Bambang materi bogor 1 video/mpd 216 M8 A Ox60FAb3b760CTF51A257550c6FF2F 59317410326  QOmYBPNAHBBOSgIWKEEKZYINCYgXGF eqZR8XNaxApF 7ONZh
irawan-270522.mpd 7/18/2023

Figure 5. Kobox DApps

Korlipbox (Kobox) is a media sharing DApps for field workers whose job is to upload content needed
for TV Channel X broadcasts, figure 1.6.

In Figure 1.7 contributor 1 uploads an audio video file with a description of bogor 2 material and
manages to get a CID Hash value with the suffix "3GJrd", at a different time contributor 2 uploads an audio
and video file with a description of bandung 2 material with the same CID Hash value as contributor 1, IPFS
maintains reliable data integrity because it does not undergo changes during testing, so these results have
fulfilled the aspects of information security based on the (Confidentiality, Integrity, and Availability) Triad
Model.

00:08:13:11

=
DUR:00:01 : ©
—

No file chosen

Upload!

File Name |Description Type Size Date Uploader Account IPFS Hash

164730, mpt

711872

Fig 7. Preview and File Download
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Figure 1.8 shows the hash search mode of IPFS, and contents of CID opened in browser, and shows
file downloaded from IPFS.

Fig 8 Korlip Wallet DApps

Figure 1.9 shows the information and confirmation of a transaction on Metamask of 1ETH from the
Corlip account to Contributor 1's account, as well as the successful transaction proof notification and
recording to DApps on the blockchain network.

Gas Fee Trial Analysis of Kobox Dapps
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0

Kt=1 Kt=1 Kt=1 Kt=1 Kt=1 Kt=2 Kt=2 Kt=2 Kt=2 Kt=2 Kit=3 Kit=3 Kt=3 Kt=3 Kit=3
U=l U=2 U=3 U=4 U=5 U=1 U=2 U=3 U=4 U=5 U=1 U=2 U=3 U=4 U=b

Fig 9. Analysis of Gas Fee Trial against upload phase

Gas Fee Trial Analysis of Korlip wallet Dapps
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Py=1 Py=2 Py=3 Py=4 Py=5 Py=1 Py=2 Py=3 Py=4 Py=> Py=1 Py=2 Py=3 Py=4 Py=5

Fig 10. Gas Fee Trial Analysis of the payment phase

Description:
Kt = Contributor Account.
U = Upload Phase.
Py = Payment Phase.
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In Figure 1.10, based on the results of the gas price test on DApps Kobox, in the graph from
contributor account 1 and upload phase 5 to contributor account 3 and upload phase 5 with different file
sizes, we can see the gas price values in the first and second transactions with higher gas price compared to
the third transaction with the same relative gas price value.

In Figure 1.11, we can see that the chart from contributor account 1 and payment phase 5 with
different payment values to contributor account 3 and payment phase 5, based on the results of the gas price
test on the DApps Korlip wallet, uses relatively the same gas price value for each second payment
transaction that uses a higher gas price compared to the first payment transaction. Phase.

IV. CONCLUSION

It is based on research results and discussions on reliable distributed storage of audio-video logs based
on blockchain technology and ipfs. A web based DApp was used to test data integrity on IPFS using hashing
parameters and passed bench test scenarios when renaming files in a way that IPFS maintains file content
authenticity. If the content of the file changes, the hash obtained from IPFS will be different even if the
filename is the same. From this we can conclude that using IPFS to maintain data integrity is reliable as no
changes were made during testing. Therefore, these results meet the information security aspects of the CIA's
three-fold model (confidentiality, integrity, and availability).

The analysis of the gas fee value testing trial on trusted decentralized storage for audio video logs
based on Blockchain and IPFS technology. In this test, it is known that if the contributor uploads for the
second time, there will be a change in the value of gas fee usage.

The entire process in the trusted decentralized storage system for audio video logs based on
Blockchain and IPFS technology is recorded on the Blockchain network transparently, immutable, and
automatically to avoid the existence of nonrepudiation tempering data carried out by irresponsible parties.
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